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1
Decision/action requested

This is to bring attention to the progress of SA2 eV2X study 
and to ask comments and inputs for a new SI in SA3.
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Rationale

As SA2 study on eV2X (FS_eV2XARC) approaches its final meeting, SA3 needs to check whether there is any security aspect to consider about eV2X, and therefore this document tries.
Although SA2 study originally started as a Rel-15 and 16 item, to address enhancements to both EPS and 5G system, now it rather focuses on 5G system architecture to support advanced V2X services (see conclusion about EPS in clause 7.1 of TR 23.786 [1]). Among 15 key issues of TR 23.786 [1], noticeable a few key issues are as follow.

Key Issue #1: Support of eV2X Group Communication
There is only one solution proposed presently (other than MBMS architecture based solution, which is more of multicast), “Solution #21: Group communication enhancement for NR PC5”, where Group ID is assigned by application layer. If this is agreed, group management is carried on application layer. Notice that the key issue already says in the note of clause 5.1.1, “It is assumed that eV2X Group discovery is supported within the V2X application.” For security and privacy, SA3 needs to decide if security can also rely on application layer (e.g. existing ITS standards) for group communication, considering the sensitiveness of group communication and status of ITS security standards for this purpose. If we can rely on application layer for security of group communication, it only remains to consider the impact on layer 2 (group) ID derived/mapped from V2X group ID.
Key Issue #5: Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point
For the architectural reference model SA2 has concluded to take Alternative #1 in Annex A.1 as the baseline for normative work, where PCF provides configurations to UE, with replacing a separate V2X Control Function (similar to ProSe Function) of LTE V2X. Detail procedure will be defined in normative phase, but this is clear architectural change from LTE V2X, and security needs to be considered accordingly. 

Key Issue #9: Support of unicast/multicast for sensor sharing over PC5
For the unicast, there is only one solution proposed presently for this key issue, where PC5 signalling or RRC signalling were addressed for control message exchanges (to establish the link). SA2 is waiting for RAN2 input before concluding. This has security impact, i.e. whether ProSe one-to-one security is appropriate for the purpose. Otherwise, can we rely on ITS layer for security at this time as well? Notice that there is no explicit ProSe Function or V2X Control Function, according to agreement on architectural reference model. 
From three key issues introduced in the present document, minimum work for SA3 is minor adaptation to 5G V2X system architecture (e.g. replacement of V2X Control Function with PCF). Security and privacy aspects of Layer 2 group ID needs to be considered at least. Security of unicast needs to be considered as well, according to SA2 (and RAN) decision on the signalling protocol. 
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Detailed proposal

From selected key issues of SA2 study, there seems to be some issues to be considered for security aspects of 5G V2X system security. Following conclusion of SA2 study (scheduled in SA2#129BIS November 2018), it is proposed to continue discuss to prepare a potential new SI proposal for SA3#94 meeting.
